EXHIBIT &

RMS / CMS Information Sharing
COPLINK System Use Palicy
T0/4/2005

I.  OvERVIEW oF THiz PoLicy

a. Background: The goal of the RMS/CMS Information Bharing Project is 1o

enhance the effectiveness of law znd Justice zgencies by increasing
information sharing relaled to ciminal activilies.  The Orange County
Integrated Law and Justice {OCILJ) agencies have assisted in the design and
implementation of a method of sharing law and justice Information that
permits the slectronic access fo infarmation maintained by those agencies.
The implamentation of the COPLINK Sysism serves az a soluton fo the
problems of inaccessible or irretrievable information as & result of disparate
infermation systems that lack a common platform and the difficulty in sharing
data across jurisdictional boundaries.

- Intended Benefite: By facilitating the sharing of public safety information with

law and justice pariners, OCIL) agencies can improve their responses o
community crime and enhance overall investigative capacity. The COPLINK
Syslem provides sophisticated analviicsl tools that will enable suthorized
users to discover links and relationships by providing consolidated dats
across Orange County. This may allow them to solve previously “unsolvabla”
incidents and investigales serial criminal activity,

- Bupose of Policy: The purpose of the COPLINK Systam Uss Policy is 1o

outline conditions under which the OCIL) agencies will share and use
information in the COPLINK System, By signing this policy, all COBLIMNK
System agencies, as well a8 all individuals wha operate or use the CORLINK
Systern, agres to adhers to the guidelines spacified in this policy and support
the public benefit derived from the elsctronic sharing of public safety
information,

- Agency Psricipation: The COPLINK System is a cooperative venture of the

justice agencies in Orange County, California. Agencies can apply fo
participste through the OCIL) Stsering Committee by submitiing a proposal
that oullines their intended use of the System, the type of data they intend 1o
contricute and any other information requested by OCIL). A two-thirds
majority vote of approval of the Steering Committes is required to approve an
agency's participafion In the System.  Once approved, the agency will
proactively cooperals with OCIL, the olher participating agencies, and any
contractors waorking fo implement and manage the system to oblain the
cooperstion of their own System vendors and or maintenance coniractors o
facilitate:

1. Mebwork access and connectivily
Data extracts for engineering and testing purposes
Froduction exfracts
Required modifications to thelr souree systems
Regular data updates as agreed to during the design process

Timaly review and approval of design documents and test results
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e Apency Withdrawal: An sgency may withdraw heir participation in COPLINK
at any time by providing written notice to QCILJ that they wish 1o withdraw
their particication. In lhe event thal the agency wishes their data withdrawn
from the COPLINK repository as part of the ferminstion of their participation,
the withdrawing agency s responsible for contacting the maintenance vendor
(currently Knowledge Computing Corporation) and requesting the data
removal, The withdrawing agsncy is responsible for the cost associated with
the removal of their data from the rapository,

I AUTHORIZED RELEASE OF [NFORMATION

& Sharing of Informalion: - Each participating agency authorizes the release of
information residing in their records management system to all Users of the
COPLINK Bystermn as permitted by law. [t is the responsibility of each ageancy
te specify which data points o share and any other special requirements,
Agencies will participate in several testing sessions, where they will validate
and ensure that their information is accurately refleciad in the new System.

1. California law prohibits the release of viclim information in specific sex
related crimas to unauthorized users.

o Limitation on Informatlion Sharing:  Information contributed by each agency
shall only be shared with or released fo those agencies that have entered info
this Agreement. . Only authorized agency employees that have an approved
login and password, will be allowed to zocess or use informalion in the
COPLINK Systern. All queries must only be made by such users.

. Liability: ¥nowledge Computing Corporation and sach agency s solely
responsible and liable for any damages, losses, claims, judgments, and
expenses resulling from injury to any person or damage fo any properties,
which arise out of its own employes’s performance and use of the Systom
under this Agreement.

d. Indemnification:  Knowledge  Cormputing - Corporation,  (he  COPLINK
maintenance vendor, and each User Agency that sccesses information
through the COPLINK System shall indemnify, defend, and hold harmless the
other User Agenciss, their County or Ciies, City Councils, Board of
Supervisors and other elecled officials, boards and commissions, officers,
agents, and employees (collectively, the "Indemnified Parties) from and
against any and all claims (including, without limitalion, claims for bedily
injury, death, or damage to properly), demands, obligations, damages,
actions, causes of aslion, suits, losses, judgments, fines, penallies, lishilities,
coets, and o expenses  (including,  without  limilstion, attorney's  fees,
disbursements, and ocourt costs) of every kind and nature whatsoever
(individually, = Claim; collectively, "Claims"), which may arize from the
impropsr use or release of  information obfained through fhe COPLIMNK
Systern by the Knowledge Computing Corporation or accessing User Agency,
including as a result of the negligent andfor willful acls, errors, andior
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omissions of Knowladge Computing Corporstion, or the User Agency, iis
principale, officers, agenis, emplovees, electad officials, and anyone
employed dirsclly or indirecily by them or for whose acts they may be lisble.

Maobwithstanding the foregoing, nothing hersin shall be construsd to require
Knowledge Computing Corporstion or the sccessing  User Agency 1o
indemnnify lhe Indemnified Parties from any Claim arising from the =ole
negligence or willful misconduct of the Indemnified Partiss. Mothing in this
indemnity shall be consfrued ss suthorizing any award of attomey's fees in
any action on or to enforce the terms of this Agreement. This indemnity shall
apely to all claims and lisbility regardless of whether any insurance palicies
are applicable. The policy limils do not act as a limitalion upon the amaount of
indemnification to be provided by Knowledge Computing Corporalion or the
Usar Agency,

2, Internal Audit Each Agency's System Administrator shall conduct an internal
audit on & perindic basis to ensure informstion is rezsonably up to date and
user queries arg made for legitimate 12w enforcement purposes.

181, INFORMATION OWNERSHIP

a. Ownership:  Individual agenciss relain confrol of &l of information they
provide through the System at all imes.  Each agency is responsible for
creafing, updating, and delefing records in its own records management
system or daiabase, according to its own policies. The originating agency is
solely responsible for the complateness and accuracy of its source data.

b. Unauthorized Reguests: Any reguest for access to information hosted in the
COPLINK System that is not suthorized for viewing will be referred o the
agency thal owns the information being requested.  Except as raquired by
law, information shall not be relessed or made available o any unauthaorized
requestor without the approval of the agency having ownsrship of the original
source data,

V. UNDERSTANDING ON ACCURACY OF INFORMATION

2. Accuracy of Information:  Agencies sgres that the data maintained in the
COPLIMK System consists of information assumed 1o be accurale. However,
data inaccuracies can arise for multiple reasons  (e.g., entry  errors,
misinterpretation, outdated dats, etc). It is the responsibilily of the agency
requasting or using the dala to confirm the accuracy of the information with
the owning agency bafore taking any enforcement-refated aclion.

b Timelingss of Informatien: As & part of the System design process, each
agency determines the frequency with which their data will be refreshed in
COPLINK. In =ddition, agencies have their own policies and spead at which
incidents are recorded in their records management syslems. Sincs changss
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or zdditions to data do not gel updated in COPLINK on a realtime basis,
agencies recognize that information may not always be timely and relevant. It
is the responsivility of the agency reguesfing the dala lo confirm the
timeliness and relevance of the information with the owning agency.
Additionslly, 2 data refresh schedule will be published by the System
Administrator to enable a ussr to determine the potential fimeliness of sach
agency's data.

c. Hold Harmless: To the extent permilled by law, agencies agree to hold
information owners harmlese for any information which is in the COPLINK
repository, or any action taken as a resull of that data, regardiess of whathar
the datz is mccurste or nof, or any time delay associaled wilh changes,
additions, or delefions fo {he information contributed.

V.  User Access

a. Login Application Process: Each user agency shall appoint their own agency-
specilic System Administralor who is responsible for management of user
accounts at that agency, An overall Metwork System Administrator will also
be appointed. The user may submit 2 request for a login and password 1o
{heir Agency System Administrator. The agency agrees that all users shall be
currant amployees and be authorized to review criminal history data for
legitimate purposes. The Agency System Administrator may deny or revoke
individual access in their sole discretion.

b. Looin Assignment:  Each individual user will be issued a user login and a
default passwerd by thelr Agency System Administrator.  Upen logging into
COPLINK for the first time, each user will change the default password fo
another password. Users may aiso be assigned to groups fhat have different
access rights o the informalion in the system based on the level of restriction
of the informatian.

¢. Provision of Policy: The Agency System Administrator must provide a copy of
the terms and conditions of ihis policy to all users when they are izsued a
Ingin 1D Tor the system.

d. Limitstions on Use of Logins: Each user must comply with the System Use
Folicy guidelings. A user may not access COPLINK by using @ name or
password that was assigned fo another user. A user cannot give his or her
password to another person, including another user, to access fhe systemn.

e, Audit Tral:  Each transaction on COFPLIMNK is logged and an audil rail
created, which is resident on the System for a minimum of three years.
Reguests for iransaction logs shall be made in writing through the requestor’s
shaln-of-command to their Agency Systern Administrator.

. Terminatior: of Loging:  Participating agencies will be responsible {through
their Agency Systemn Administrator) for Gmely removal of any login accounts
as users leave (he agency of as they fail to mest the reguirements for access
to the System.
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V1. INTEMDED USE OF THE BYSTEM

a. Intended Use: Each user agrees that the use of the COPLINK System, the
information contained in i, and the networking resources provided are for
reasons related to the mission of the OCIL) agencies. Users acknowledge
that the information hested in the SOPLINK Systam will be shared and used
for authorized purposes only as permitted by law. No ussr can use or share
the infarmation for amy unethical, illegal, or eriminal purpose.

VI, UnpeErsTAMDING 0N CONFIDENTIALITY OF INFORMATION

a. Information  Confidentiality:  Each user agress that information in the
COPLINK System is confidential and is not subject to public disclosure,
excspt a5 required by law. Only sgency =mployses that have an
authenticated login - and  password  are allowad fo view and use ihe
information. The information will otherwiss be kept confidentizl.

b. Intarnal Reguests for Information: A COPLINK System user who receives a
requast from & non-authorized reguestar for information in the COPLINE
System (0f which they are not fhe orginating source) shall not release that
information, but may refer the requester o he agency that is the source, A
COPLIMNK Sysfem user who receives a court order fo release information in
the COPLINK System will immediately provide a copy of (e court ordsr 1o the
ownersource agency that ariginally provided the information and to hisfher
own Agency System Administralor. The ownsrsource agency is responsible
for preparing a timely response fo the court order or, in the event of a failure
to respond, sllows the receiving agency 10 respond as necessary to comply
with the qrder, &ny challenge or objection fo the order is the responsibility of
{he ownarsource agency,

c. Confidential Records: An agency that does not wanl data made available
from its records management system to any COPLINK user is respansible for
ensuring that the datz is not included in a data transfer io the COPLIMK
Systern.  An agency that only wanls data from its records management
syslem o be made available fo a select group of COPLINK ussrs is
regponsible for placing the appropriste restiction indicator on fhe underlying
data in the agency’s infernal records management system or databaze.

. Removal or Expungement of Records: As part of the design of an agency's
data updates, the period at which a record delztion, removal expungement or
other edit is transferrsd to the repository from the source syslem will be
defined,  If an agency requires a record edited, removed, or otherwiss
changed in & more timely manner, they are responsible for contacting the
maintenance confractor {cumently Knowledge Compufing  Gorporation}
diracity and arranging for such & change to be manually processed 1o their
data.
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VI, SvysTEM ACCESS
& Metwork Access: Access fo ofher member sgencies’ information will be

provided utilizing & virlual private network maintained by the City of Santa
Ana or any other secure nefwork configuration that iz mutually acosplabls to
the member agencies.

Svystem Avallsbility:  The information residing in the COPLINK System shall
be available on & 24-hour a day, 7 days a week basis with downfimea Hmiled to
those hours reguired for any necessary Syslem maintenance activities.
Agencies agree to inform each olher in advance, whenever possible, of
scheduled Syslem downtimes.  For policies refated fo fhe nefiwarl, sepvce
lovels, and socurity, ploase refer fo the Service Level Agreement document.

[, FPaLicy TERMS

a.

b

Tarm: The term of this policy will comimence on the dale that it is adopted by
the first OCILJ agency.

Changes fo Policy: After implamenting the COPLIMK System with Phasze 1
agencies, it is anticipated that the System will also be implemented across the
ofher Phase 2 agencias, Mew agency members may be addad to this policy
by signing an amendsd copy of the sgreement and sccepting its conditions
and chiaining an approval for their membership by a majority of the QCIL)
Steering Committee. Based on ongeing monitaring of the System, agencies
may propose olher changes o this policy.  3Such proposals require the
approval of a two-thirds majority of the paricipating agencies and the OCIL)
Sieerng Commiltes,

. Supplemental Policies:  All parficipating agencies that operate their own

compulers of networks may add individual guidelines which supplemsnt, but
do not relax, this policy.

Sanctions for MNon-Compliance: If any agency violales the quidelings of this
policy with regard to acocessing, sharing, or using information, that agency
may Be disconnected from the COPLINK Systam. - The offending agency will
b provided with a 60 day written notice of the violation and lhe epporlunily 1o
correct the violation.  Fallure lo mest the guidelines will result in the
tarmination of System access for the offending agency.  All disputes
concerning aocess shall be defermined by s two-thirds majority vote of the
QCIL) Steering Committes.

X, SIGN-0FF oM EXECUTION OF PoLicy

By signing this sgreement, all representatives and their parlicipating  agencies
contributing or using information from this System agree to Implement and adhere o the
provisions as outlined.
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